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1. Enforcement Activities in Japan




Japan’s Export Control System L

Legal Structure Control List Structure
(1) Law Cabinet Order Regime list
Foreign Exchange and ltem 1 | Weapons WA/ML
Foreign Trade Act (FEFTA) i
— Basic framework 2 Dual-use items | NSG
3
(2) Cabinet Orders 39 AG
Export Control Order 2 VITCR -
— List of goods List control
5 .
Foreign Exchange Order f WA/BL-SL
— List of technologies 13 | ] 1
14 Others \/ WA/ML (excluding item 1)

(3) Ministerial Orders

— Details(specifications -
and interpretations of | 16 | Catch-all (
listed items) L Catch-all control

‘_15 Dual-use itemsv WA/VSL

Cooperation for Effective Enforcement Can

* Recently, there are many cases where countries of concern attempt to
procure sensitive items by circumventing trade.

* METI is strengthening inter-agency cooperation with customs and police
authorities for more effective enforcement.

* Furthermore, in order to strengthen countermeasures against circumvention,
international cooperation is of great importance.

Other pd ﬁ METI
Co u n tries ; ' Ministry of Economy, Trade and Industry

Licensing and post-shipment

verification
Importance of

International i
cooperation Inter-4Agency CoQperation

Investigation of suspected”

) law violations .
Prevent VIoI,a_t‘lzon at the border -




Procedure of export and post-shipment verification METL_

* METI conducts post-shipment verification against law violations including
export without obtaining export license, falsifying goods and/or end-user, etc.

Exporters METI Customs

Apply for export license Review of

application Information of

export license
is provided to
Customs

>

Approval

Proceed to export
declaration to Customs Review of export

declaration

Export / Shipping

Export Clearance

Law violations (export ; .
without license, ' Post-shipment

falsifying goods and/or : eps  as
end-user, etc.) ! verification

Overview of Post-shipment Verification MR

‘ Self report by exporter; Discover during inspection; Information from related authorities }

~~

* Arbitrary interrogation: Interrogate what happened from the exporter (person in
charge) to understand the situation
* Collection of reports:  Ask exporter to report the situation

* Inspection: Visit exporter’s office and check documents

[ METI’s review and consideration of application of penalty ]

If the violation @ @ If the viqlation
is not serious IS serious

/ Criminal Penalty: N

ﬁ Clarify the causes and processes Y ”0 more "Elﬂan %8 Ye_?lfs of imprisonment o B
* Order to build preventive tir?\erzgoi:\evalag of t?:é il&nmysen el (1) it Ul
. E:nheaslyrﬁs - Administrative Penalty:
Check the status o _ * METI may prohibit exports for no more than 3
implementation of preventive years
measures based on progress Warning and Publication:
\ report / * METI may issue warnings, which would be

\_ made public on the METI website s




(Reference) Procedures of Criminal Process Fymen

_ Public
Police Prosecutors Court
Office
Pre- | | Compulsory | | Submission of Indictment Trial
inspection investigation files
Summary
| Indictment
Suspension of
%
indictment
Arrested if it is i ¢
necessary to e udgments
limit freedom —) renhey
Types of lllegal Export Fpuen

(1) Types of intentional illegal exports

<Example>

* The goods was exported by hand carry luggage without obtaining export license

* The goods was disguised as non-controlled items and declared for export to
Customs

* The goods was exported to false destination for circumvention

(2) Types of illegal exports due to carelessness

<Reason>

* Insufficient understanding of export control systems

* Misunderstand classification/ identification of the items, the scope of export
license

<Example>

* Lack of awareness of necessity of export license (e.g., used machines, samples
and test products are not subject to export control.)

* Misunderstand classification of items and obtain inappropriate export license.

* Forget to apply for export license of software installed in the goods.

* Mistake the goods to be exported (e.g. miscommunication between sales team
and storage team in the company.)

* Misunderstand the scope of application of bulk export license, the term of
validity or the quantity of goods under export license, etc.




Circumvention and Diversion Famen

 Although many countries have established export control systems, entities of
concern have diversified procurement activities by circumventing trade, using third
country, front company or falsifying information, etc.

[Diversion Case with (In Japan)

complicated circulation]
- In January 2010, Company A Manufacturer

exported carbon fiber to
Country Y which was transited (1) Domestic
via Country X. Company A e (5) Re-export
falsified destination as Country
X, but actually Country Y.
Domestic
- InJune 2015, the court company » (4) Re-export
sentenced a fine of 1 million

yen against Company Aand 1

million yen against employees. | (1) Domestic (3) Export

sale
- InJanuary 2016, METI ordered
prohibition of export to all

(2) Company A falsified
destination and <

areas for 4 months to Company Company A pretended to export METI
A as administrative sanction. to Country X
Advanced Methods of Technology Acquisitions FPuen. .

* In addition to circumventing trade, entities of concern have acquired sensitive
technology through
(A) academic activities and research project - access to and exchange of information
and data via intangible technology transfer (ITT)
(B) business alliance and corporate acquisition - direct acquisition of R&D capability,
access to new business network

Case A . . : -
Foreign F;:::ﬂ?tl Military
Student < Organization
A.cad.emlc Technology Civilian > Military
institute Transfer Technol
purpose échnology purpose
Transfer

Case B Close

Relationship

Strategic Civil Business Military
company A _) Company X [€ ? Institution Y

New business partnership
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Recent Organizational Change for Security Export Control in METI

* METI is export control authority in Japan and around 100 staff are working for security
export control issues.

* Security export control divisions in the Headquarter of METI control and examine
trade of sensitive items while twelve local branches deal with less sensitive items.

* METI changed the organization of security export control in June 2016 in order to
strengthen the policy planning, direct inward investment control, outreach for
academia and overseas, and collaboration with enforcement authorities.

METI / Trade and Economic Cooperation Bureau

Trade Control Department

| i i ivici » Plans export control policies
Securlty Export Control POIICy Division » Manages Three Principles on Defense Equipment and Technology
4| International Investment Control Office ‘ » Manages inward Foreign direct investment regulations
4‘ Office of Research and Planning for Export Control | » Analyzes information related to export control
— Security Export Control Administration Division »Manages export control regulations
: : + > Joins discussions in export control related regimes
International Affairs Office ‘> Organizes International outreach activities (meetings, seminars)
. . . » Makes inspections of exporters
—' Security Export Inspection Office | > Domestic outreach activities
» Gives instructions and guidance to exporters
—— Security Export Licensing Division » Examines export license applications

» Issues/rejects export licenses

12 Local Branches for Licensing and Inspection
Sapporo, Sendai, Saitama, Tokyo, Yokohama, Nagoya, Osaka, Kobe, Hiroshima, Takamatsu, Fukuoka and Okinawa
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Future Directions for Security Export Control in Japan e
(Interim Report of Subcommittee on Security Export Control/ Trade Committee/Industrial
Structure Council , January 23, 2017)

1. Changes in the global security environment and economic structure
(1) Increase importance of dual use technology in the military sector

(2) Increased presence of emerging and developing countries in the global
economy (increase supply of sensitive goods/technology)

(3) Changes of security environment in Asia (North Korea’s nuclear weapons
tests, etc.)

(4) Increased threat by non-state actors (use of chemical weapon in Syria, etc. )

2. Challenges in Security Export Control System in Japan

(1) How to strengthen Intangible Technology Transfer control

(2) How to strengthen Inward Direct Investment control

(3) How to enhance the effectiveness of enforcement

(4) How to reduce the burden of exporters (harmonization of control list)

(Ref) http://www.meti.go.jp/committee/sankoushin/tsusho_boueki/anzenhoshou/pdf/003_04_00.pdf
(Japanese version only)

Challenges (1) How to strengthen Intangible Technology Transfer control FRMEN_

* Based on FEFTA, Intangible Technology Transfer (ITT) is regulated as follows.

(1) Technology transfer from Japan to foreign countries

(2) Technology transfer from resident to non-resident (deemed exports)

* It is necessary to discuss more effective ITT control in consideration of the foreign
countries system.

(2) Technology transfer from

(1) Technology transfer from
resident to non-resident

Japan to foreign countries
License
required

License NOT

required

Japan Foreign
country ‘@ Resident

border Resident (foreign national)

License

Desi .
esign drawings required

Non-resident

Resident (foreign national)

Ref) ITT case of concern E—— -
(Ref) Foreign Military
Student e Group
Academic Technology s/ Civilian > Military
institute Transfer Technol
purpose eéchnology purpose
Transfer

A




(Reference) Outreach to academia FyMEn

* In order to support export control activities of academic institution, METI will conduct the
following outreach activities in cooperation with related ministries.
(1) Hold export control seminars for academic institutions and industry. (100 seminars in
2016FY)
(2) Revise the supportive documents of export control such as guidance and FAQs.
(3) Dispatch export control advisors to academic institutions in order to support establishment
of internal export control system and raising awareness of researchers. (start from 2017FY)

Survey to national university, public and private university which have medical and/or engineering dept.

1. Establishment of export control organization 2. Establishment of ICP for export control

National National

niv. (74)

Public
< Univ. (7)
Total 292 Public Univ. Total 292 Private
(13) iv. (20)
Private
Univ. (39)
Established Established

National Univ. 86% National Univ. 67%

Public and private Univ. 25% Public and private Univ. 13%
________________ (Ref) Survey by Ministry of Education, Culture, Sports, Science and Technology (MEXT) ete. 14
Challenges (2) How to strengthen Inward Direct Investment control FamEn

* Japan is promoting inward direct investment from overseas, but, there is increasing concern over
leakage of sensitive technology through M&A.

* Under existing regulation, there are penalties for illegal investment, the monitoring measures
after investment is limited and there is no corrective measure. In addition, the procedure for
unlisted corporation is simplified and prior notification is not required after the corporation was
merged by foreign entity.

* It should be considered on how to monitor investment of concern and regulate it if there is
concern that threatens security in Japan.

(Ref) Outline of Inward Foreign Direct Investment

Foreign Investor ] The Minister of Finance and the Competent Minister for the Business
' %tion of the shares or equity The Competent Minister for the Business
of a listed corporation (limited to Minister for Economy, Trade and Industry, etc..

No Problem

number of shares is 10% or more)

(2) Acquisition of the shares or equity

cases where the ratio of the
Implementation

| ofaunlisted corporation, etc. | of the investment
Investment in Japanese company Prior .
Prior notification required ioot Screening —
notification Problem
Investment in Japanese company Report The Council on Customs, Tariff,
: e s : Foreign Exchange and other Transactions
Prior notification not required afterwards
_ Recommendation In case of refusal

Prior notification required to change or
(1) Defense (weapon, aircraft, etc.) —> . g Order to Change
(2) Industries manufacturing dual use items with a high probability of being converted to military uses discontinue or discontinue
(3) Public (Electricity, water, broadcasting, etc.) : Lo .
(4) Biological chemicals ,security services the investment the investment
(5) Reservation pursuant to the provisions of Article 2-b of the OECD Code ( agriculture, oil, etc.) 15




Challenges (3) How to enhance the effectiveness of enforcement FaMEn_

* Since existing regulation on administrative sanction is not sufficient and case of
concern has occurred using defects in the system. In addition, existing regulation does
not cover conspiracy case.

* |[n order to enhance the effectiveness of enforcement, it should be considered to make
the penal regulations and administrative sanction appropriate.

*Broker who do not conduct export transaction Conspiracy case occurred in illegal trade with
mediates trade transactions between Company X and North Korea.
Company B including negotiation of initial price and

quaniy. R e}

*Although export ban was imposed to Company X,
Company Y whose manager is the same with Company
X substitutes for Company X and continues export of

i H Company A Contract (Circumvent <Contractor>
- No effective countermeasure against the above case trade of North Korean (Manage whole
products and sell the transaction)
products in Japan
North Korea Company C
. products l
jm——— == Broker Sequential conspiracy
through broker B

Waste plastic \ P N
1 T
Company Y '
(Country A)
Waste |@compames is the same Carbon fiber Disguise the origin of Company D
—) ompany

<Broker/Importer>

1
1 Managerof 1__ _ ___ 1 Broker B of Country X <Importer>
IP_]§§1_li_.C: :JI [l products, designate
7. Change ii : Compa:]y X : 4. Export importer and distributor
e R e e\
" - - 2.Export 5, Re-export
i e |5 ppprdut cense g 3
(Export ban) application
| Domestic sale | | Domestic sale |
2?27
METI 777
(F=E)
METI
Challenges (4) How to reduce the burden of exporters. v,

* Since the control list numbering system of Japan is different from other countries, it is
an increasing burden for Japanese companies with overseas subsidiaries as well as
foreign companies who have business transactions with Japanese companies.

* Since an increase of the burden of business operators may hinder their compliance
activity, it should be considered to reduce such burden by making it consistent with EU
control list.

<Japan’s control list> <EU control list>

Export Control
Category Item pRegime Category Item
1 Munitions WA (ML) ML Munitions
2 Nuclear related items NSG 7 Cat.0 Nuclear related item
3,3-2 Items related to Chemical
Weapons and Biological AG
weapons
4 Missile related items MTCR - -
- - Cat.1 Special Materials and
5 Egﬁ}:’;ﬂ\l;ﬂna}cterlals and Related wA (Cat.1) Related Equipment
- - Cat.2 Materials Processing
6 Materials Processing WA (Cat.2) -
- Cat.3 Electronics
7 Electronics WA (Cat.3)
Cat.4 Computers
8 Computers WA (Cat.4) —
5 Tel o~ 3 Cats Telcjec?r?mumcatlon
elecommunication an at. and “Information
“Information Security” WA (Cat5) Security”
10 Sensors and "Lasers" WA (Cat.6) Cat.6 Sensors and "Lasers"
11 Navigation and Avionics WA (Cat.7) Cat.7 Navigation and
- at. Avionics
12 Marine WA (Cat.8) .
13 Aerospace and Propulsion WA (Cat.9) cat.8 Marine
14 Other items WA (ML) Cat.9 ’SEJSS e and
15 Sensitive items WA (VvsL) &
16 o items except food and Catch-all (Note) Some items of NSG, AG, MTCR and VSL of WA

are allocated in Cat.1-9 under EU control list.




(Reference) The comparative list of Japan’s List and EU List

* CISTEC has published the comparative list of Japan’s List and EU List since 2016.
http://www.cistec.or.jp/service/eu_taihi.xls

(Japanese version only)
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& &L eu_tahixls [R#&nizea—] [ESE-F] - Microsoft Excel =
F-h  BA  A-TL{PIr  ERX 75 @M@ E=r  Acrobat Y@@ R
X138 - £ ¥
A Bl C |D|E F G | H|TJK L M N CP G R g T u ) :
1 DR BT ARFESEEGE S~ 87+ TS (PR 272015510 A 10 BT HBEE 5 - 20155 12 250 ST EUIRAN- 201554 A 210 £25meh EU/MLIZHENL —
2 20155ER &
3 MRS EUARIESENE T 5010 ERELSElSt TREENEDES. ThEMERXS LIFF, STHWISTL
4 EWELHICEELESEOT EETI I
5 ) [ELHAF OERITE(E) EURR D BN T & DIRFIME L BE(Cl - L0 Ef S h DR ET T, SR FhIENES OERISEET LI,
8 SRS LELRBIO T h T h ORI SRS S T DL,
7 HI IO D= 20 Il 52N TETRI SRS BAh, BE | PRI A, T SRIRELRL T, TR,
; ) B AT SRS IR E L e ERA i,
10 E] EWEES ELRRIEE =% )
PPN ELBRIES 3
i Gl5ies jzbal s (T & 5t i3 TS ER HERESGE) LRSS (72 Jvead
MR SRS (L T RES1 L5, JBER1 020
- e iz 11 BEMIEREEL S TEODIEOLOIL. mOLTh
DT
1% ERITERESE THo T RO ThiIs
- 218 i) o= ELTIEM
““IMatural uranium” cr ““depleted uraniom™ or thaum in the form of metal,
alloy, chemical compound o concentrate and any other matenal containing
one o more of the foregaing;
Blew ““Matural uranium™ (D) means ursnium containing the mistures of isctopes
cccuring in nature.
“Cepleted uranium®™ (0) means uranium depleted in the isotope 235 below
14 that_oocuring in_ nature
“Special fissile matetals™
] 0] “Special fissile matatal™ (0) means plutonium=233, uranium—=233, “uranium
enriched in the isotopes 235 or 2337, and any material containing the
18 ToreEcing.
hizterals as fllows:
. Flutonium in any form with & plutonium isotopic assaw of plutoniume
238 of more than 50 % by meight;
Bleu Iote: 1001 2., does not contral:
a. Shipments with a plutonium content of 1 g or less;
b. Shipments of 2 “effective grammes™ o less when contained
18 == in 2 zenzine_compaonent in
I = R R N ] ARG EA
WA v | 298 TE 9021E ATE(ZOD1)  AB(Ed0)  ASE(Zda)  5UE 6 798 U OIEZd ) SIEEdH2) A0 ¢ T 1
JF | |0 & 80% [}
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Thank you for your attention!




